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My essay looks at some of the many ¢ raphic methods currently available, and &

determines which of these is the most pseful fo most people. The essay begins by introducing

cryptography, and its significance to mwderd society. The essay then starts to look at some
methods, quickly increasing in complexity, going through three different ciphers where one
letter/symbol represents another in the cipher. For these methods, [ encrypted a message
using the system, and then showed how it could be broken using cryptanalysis. I next looked
at the Vigenére cipher and its vulnerability to cryptanalysis, and the perfect security provided
by one-time pad. I then moved to the main point of the essay, which is the choice between
RSA and elliptic curve calculus. I encoded and decoded a PIN number using each, and
explained what makes them so effective as methods of cryptography. Finally in my
evaluation, I looked at some statistics for RSA and ECC, and concluded that for a couple of
reasons, ECC was the most useful cryptographic method. I suggested that this was likely to
change before too long due to advances in technology and mathematics.

Many of the methods I have looked at have been explained by numerous textbooks, and I
used some of these to help me to understand how and why they worked. I have then used
some of these methods to present my essay, but using my own numbers and doing all of the
calculations myself.

Abstract
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Extended Essay: Topic Area of Mathematics

Introduction

My research question is:
Which are the most useful modern cryptographic methods?

In answering this question, ] will investigate different methods of cryptography that might be
used in the present day — these will range from a simple shift cipher to the RSA algorithm
and ECC. I will encrypt a message using each method, and then attempt to decrypt it using
both the correct way of decryption, and also as a third party wanting to find out what the
information is without the knowledge of the sender.

whive f :
By the@f the ease of breaking the encryption, I will be able to judge which are the
most sedure-ar(d least vuliierable to outside decryption, but this is not the only measure of
how useful the cryptographic method is. Other factors will include the difficulty of use, the
extent to which they have a problem with key distribution, their practicality and, for some
methods, the bit size required to gain satisfactory security.

The messages encrypted by each method will differ in length and complexity. This will be
explained throughout, but briefly this is because some need a certain length of message in
order to be effective, and others can only be done simply using small messages.

The issue of cryptographic method is a key choice for millions of internet users. Many
important things are done over the internet, particularly given the surge in internet banking,
and users want to be sure that their details are secure from any "eavesdroppers”. They need
this to be simple enough to implement (at least for a computer) but secure enough to hold
against cryptanalysis. I am seeking the method best suited to fit this purpose. 7

Definitions

Cryptography - The process or skill of communicating in or deciphering secret writings or
ciphers.

Plaintext — the inteliigible original message of a cryptogram.
Ciphertext — the encoded version of a message or other text; cryptogram.
Cryptanalysis — The analysis and deciphering of cryptographic writings or systems

2

' hitp://dictionary.reference.com/browse/cryptography, http:/dictionary.reference.com/browse/cryptanalysis
C http://dictionary.reference.com/browse/plaintext, http://dictionary.reference.com/browse/ciphertext
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Simple Ciphers

Shift Cipher

I will begin with a simple shift cipher. This is the casiest way of encrypting a message, which
entails only the transposition of the whole alphabet. Since there are only 26 positions that this
can take (25 not including the initial position) it is also the easiest to break, as it is very

Monoalphabetic Cipher

Monoalphabetic ciphers involve the random pairing of letters in the mphertext alphabet to the
original plaintext alphabet — known as monoalphabetic substitution’. This is more complex
than the shift cipher as the arrangement of the alphabet is no longer the same, so the pattern
is gone. There are a total of 403,291,461,126,605,635,584,000,000 (26! ~ 4.033 x 10°)
perrnutations of the alphabet, and frying all of these permutations is completely unfeasible,

since at a rate of one rearrangement per second this would take around a billion times the H,\M ?

lifetime of the universe t to try thern allf However th1s 1S fa1riy easy to break using the letter

I Plaintext |A|/B{CID|/E | F|GIH|I |JIK|ILIM|N|OC|P|Q|R|S|T|U|JV|WIXiY
Alphabet

Mono- QIAIZ{WISIX|EID|CIR|FIVIiT|GIB|YIHINUJJ | M|I K
alphabetic

Alphabet

Here is an example of an arrangement that can be created using this substitution method. I
have quickly mixed the alphabet at random, and will now encrypt and decrypt a paragraph
using letter frequencies.

DSNS CU QG SOQTYVS BX QG QNNQGESTSGJI IDQJ ZQG AS ZNSQJSW MUCGE
JDCU UMAUIJCIMICBG TSIDBW. C DQIS HMCZFVL TCOSW JDS QVYDQASJ QJ
NQGWBT, QGW KCVV GBK SGZNLYJ QGW WSZNLYJ Q YONQENQYD MUCGE
VSIISN XNSHMSGZCSU.

Letter A/B|C/DIEIFIGIHITIJTIK|ILIMINjOIP|IQIRIS | T|UjJV|W XY
Normal g 2 (3 4 1131212 |6 177011 412 718 1210 616 (93 112 1012
Frequency“
Ciphertext |2 |3 (6 |5 |2 [1 |8 L |1[9|1 {24 (6 (1 [0 110 [1213 14 (414 1 |4
Frequency

The high frequency of the letter S suggests that this is the letter E, and this makes sense in the
text, so this will be replaced. The letters J and Q are likely to be A and T, and by looking
through the text it becomes clear that J is T and Q is A, since the word AT (QJ) is a real word
but TA would not make sense.

® http:/iveww, bbc.co,uk/dna/h2g2/alabaster/A583878
* http://mww . simonsingh.net/ The_Black_Chamber/frequencyanalysis_htmi
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DENE CU AG EOATYVE BX AG ANNAGEETEGT TDAT ZAG AE ZNEATEW
MUCGE TDCU UMAUTCTMTCBG TETDBW. C DAIE HMCZFVL TCOEW TDS
AVYDAAET AT NAGWBT, AGW KCVV GBK EGZNLYT AGW WEZNLYT A
YANAENAYD MUCGE VETTEN XNEHMEGZCEU.

Other letters that can now be easily deduced are D in TDAT (), N in HENE (R), C on its
own (1), I in HAIE (V), G and W in AGW (N and D), X in DIXXERENT (F), and so on,
until the whole alphabet is known. This has shown that the characteristics of the ciphertext

betray the plaintext, and allow simple decoding. A oe i, _f, od OL&M% 2 %1 50ue P 7
V\ i fo ¥ “

Homophonic Substitution

Homophonic substitution is a method deliberately intended to make it more difficult to ()
frequency analyse the ciphertexts. Each letter can be replaced by one of a number of %@ﬁmﬁ
symbols, the number dependent upon how common the letter is in the alphabet. For example,

the letter D has 4% frequency in the English language, so this would have 4% of the symbols
to choose from when enciphering. [ { ;

While this method makes frequency analysis more difficult, it is still not impossible, since iy ¥

the letter D still has only so many symbols, and none of these symbols can also mean another N
letter. Therefore while securer, the method still has the same flaw as before. G.ch
&5

H s g
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The Vigenére cipher is far more complicated and harder to break, since the frequency of
letters is very unlikely to have a graph similar to that of the language of the plaintext. It
involves the use of a keyword, which is repeated along the length of the message. A Vigenére

square can be used, in which the rows and columns of the square are used to locate the letter

needed for the ciphertext; however it can be done without the use of a table too. If each letter
is given its number in the alphabet (e.g. B =2, T = 20), and the keyword is also numerated in
this way, the sum of these two numbers modulo 26 gives the number that the letter in the
ciphertext will take.

1 will encrypt the following message: The Vigenére cipher is strong,

Using the keyword: Maths.

Plaintext |T |H|E{VI[I |G|E{N|EIRIEIC|]I |PIHIEIRIT|S|S|TIR{O G
Keyword | M |AJT I H|S | M|AIT|IHISIMIA|TI HIS MIAITIH|{S|MIAIT S
So, to encrypt the first Jetter of this sentence, I need to give each letter its number.
T=20,M=13.
20 + 13 (mod 26) =7 = Q.
The second letter is encrypted the same way, as follows:
H=8§ A=]
8+1(mod26)=9=1I.
By continuing this method through the rest of the text, the complete ciphertext is:
GIY DBTFHMKR DCXARS CA LGSIVZ

As you can see, the same lefter in the plaintext can come up as different Jetters in the ‘/

ciphertext. The letter E, for example, appears 5 times in the plaintext, and is encrypted to Y,

F, M, R and R. This makes it impossible to use frequency analysis, since the most common

letter in English is spread across different letters in the ciphertext.

However, the letter E was encrypted twice to R, so there is a weakness to the Vigenére

cipher. It is hard to cryptanalyse this short text, but with more text, it is possible to decode.

GIY QGGFLVTGIIVTY CUKVNMUCKRBNM IEPAZTZNY QL N DBIEYFHOBAH

NEH LFUZ VHSLQVHMOU IEJGIKVMS IBZFX IM FUOLXAUM IZRE MQQGFYV

MB OCVXGFYV BG MYIWF Ul I JHBFQYVDUBBBO NPTG IM EBQFFG

KRDIOGVAYL UL UBM PBSFLL YFULBAH OVBIFLABGIYA

At first glance, this looks completely unbreakable. Using the letter frequencies, like we

would have done for the previous ciphers, no information can be gained about the plaintext,

as seen below. There are no clear peaks, and no amount of letter replacing would help

anyway, since the same plaintext letter codes to different letters in the ciphertext.
Letter AIB|CIDIE |[FIG | H[IT|[JIKILIM|N|OI/PIQ|R|S|TIUIVIW|X Z
Normal (8 [2 13 (4 11322 |6 0111412 171181210 (616|913 |12 {0 0
Frequency
Ciphertext | 4 [8 {2 (2 {13 (716 (4 |73 |2 ]|6i6 3 (4 12 4 (21226 |61 i2 3
Frequency ‘
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There is, however, a method of cracking this code. The first and most important step is to
find the length of the keyword, which is done by the Kasiski test.” This involves analysing
the ciphertext for any repeated bigrams and trigrams (sequences of letters present in many
words e.g. -ing, -ed), and then examining the distance between them. This works because
English has a large repetition of bigrams and trigrams, and longer pieces of text are likely to
match these up every so often. I will now analyse my ciphertext to find some of these
repetitions (marked in red).

Repeated Sequence

TG 130 letters apart
BAH 125 letters apart
GFY 10 letters apart
FYV 10 letters apart

Now, to find the length of the keyword, I need to find a factor common to all of these
distances. Some of these distances may have occurred by chance, while others will reveal
information about the keyword.

ged (130, 125) =5

ged (130, 10) =10

ged (125,10)=5

My best guess for the keyword is 5. Of course, I can go back if this seems wrong and change
it to 10, but it is more usual to have a keyword of between 4-8 letters in length. Longer
keywords have more security, but it is much easier to use a smaller word. It is also normally
a real word for ease of remembrance. These two things help to simplify the cryptanalysis.

Now that I (probably) know the length of the keyword, the rest of the cryptanalysis is as
before. I will take letters at the interval prescribed by the keyword, and then compare the
letter frequencies of the ciphertext with those of normal English. The displacement of each
set of frequencies is likely to indicate which letter it is in the keyword.

For each method I have so far considered, knowledge of the plaintext language is key to
decipherment. If the coding is split into words, it can be useful to look for common one- or
two- letter words; if not, then common bigrams, trigrams and double letters can be used to
make letter identification quicker and easier. A table of these for some major European
languages is included in the appendices.

One time pad

One time pad involves the use of a keyword of the same length as the message. Often this
will be just a jumble of letters. This method of cryptography is perfectly secure, since there is
no way of gaining the plaintext from the ciphertext by textual analysis, and they bear no
relationship to one another. A determined cryptanalyst could try every possible
rearrangement of letters to reach the plaintext, but this could take years if the message was
not short. The only problem with this method is that both parties need copies of the keyword,
and so implementing this method securely is extremely difficult, due to the necessity of
transferring keys between parties.

Tug weetows T pogd could Luwe
pwnied Swa M Vot wq:;wﬂtcm% W\,M\- oW }‘W W(’ér“&' ef

® p57, Cryptography: An Introduction by Nigel Smart ] )
thhck‘ w alvead t;}o oy s
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RSA

In 1977, a brand new technique of cryptography was invented, and this revolutionised
encryption. RSA was the first public-key encryption technique, and was so strong and useful
that it is still the most widely used technique today. Public key encryption is one where
anyone can encode a message by using the public key, but only the intended recipient should
be able to open it, using their private key.

Since the complexity of this method is so much more complex than the previous methods I
have looked at, encrypting a message is not really feasible. A computer would probably
break a message into manageable chunks, and calculate them in an instant — doing it by hand
means that I would have to do very small groups. I have instead decided to encrypt a PIN
number, like on a credit card — this is a realistic place where encryption is widely used, and
will show the encryption method well. A PIN number is 4 digits — I will encode two separate
groups of two. I have chosen the number 1316 to encode. I will also use much smaller
numbers than a computer would use; this is to make the maths more manageable and to avoid
over complicating things.

First I need two prime numbers, p and q. I will choose 19 and 37. The product of these two
numbers, 703, is the public key, which 1 can tell people sending me messages.

I must also choose another number e, which must be relatively prime to (p-1) (g-1).
(p-1)(q-1) = 648, so e can be 5. This is also part of the public key, so I tell people that too.

1 now have enough information to encrypt a message. The formula for encryption® is:

C = M (mod pq),

so for my first message, 13° (mod 703) will give me my encrypted message. 13° =371293, Pare
and 371293 (mod 703) = 109, so the encrypted message is 109. Encryption of the second part ““"E’:M
gives 1048576 (mod 703) which is 403, so the pin number 1316 has encrypted to 109 403, r@a% Wyt

which bears no relation to the plaigtext. ¢ e W v
Wwew Ages th wew ‘?t \“a»w\*uk‘gwmmsg u.\:@hm

To decode the message, 1 need another number, d. This should be such that de = 1{mod (p-1) Cow ek )
(g-1)), or for this system, 5d = 1 (mod 648). The lowest number for which this is the case is
389, since 5 x 389 =3 x 648 + 1. )

The equation for decryption® is:
M = Cmod pg),

So for the first message, 109°%° (mod 703) should give me my starting number. This is much
easier said than done! The first part of the calculation gives the number:

g 'http:lfmathcircie.berketey.edufBMC3frsaInode4.html

Page 9 of 21



IB Diploma 2007-09

3 62166018 68314968 68728587 96325447 33745850 10575665 78369239 38910910
72799895 97392806 02686796 77944065 04893439 09579687 95606943 02138730
66867000 55937777 30524493 94047930 02226282 88766615 18565645 19845968
71384847 25469239 32213804 58752833 22322469 82732896 00226161 908753771

49387257 44940391 68079617 18194021 80914735 95903928 81340739 35855358 M
05267076 50247516 11445852 23148703 66342841 77666088 17500267 67224117 /‘LQ’
61020965 41220767 00920219 58528068 13971539 19404741 34908597 81378036 h,
10075172 37086240 02620374 82580294 62090199 17992314 06521935 73367710 . @05
58811812 81100923 35807851 46504318 47756149 73329116 50433217 51977619 16 /Epj\
71120504 06468038 21368485 21607678 09971535 64602940 97186785 85589529 J‘

22519943 64574187 91632685 74169436 19196240 32684097 99021268 00767850 | ;
77916218 44379614 42364327 58985528 59022524 74869854 01224129 79621560 Qjﬁ e
77677824 54168399 46928189

Unfortunately, this number alone is too large for me to find the modulo of, so I will use a
trick of the modulo function to find the result. I can calculate all the partial results in that
modulo, and by repeated squaring of 109, I can get all the exponents that are powers of 2.

109 (mod 703) = 109
109%(mod 703) = 633
109*(mod 703) = 682
1098£mod 703) = 441
109'°(mod 703) = 453
109*3(mod 703) = 636
10964£mod 703) =271
109'*(mod 703) =329

P, - ST N s

If I now take powers that add up to 389 (128 x 3, 4 and 1) and multiply the results from
above together, I will then be able to find the modulus of that to get the original number
back.

329° x 682 x 109 = 2647272001682. 2647272001682 (mod 703) = 13.

o

For the second part, 1 will use exactly the same method.
M = 403°* (mod 703)

403’ (mod 703) = 403

403%(mod 703)= 16 .l
403*(mod 703) = 256 W
403fgmod 703) = 157 o v
403'%(mod 703) = 44 5 n
403*%(mod 703) = 530 A €

403%(mod 703) = 403 ) ' M &f
v

403% x 256 x 403 = 441952187970181987072 (mod 703) = 16.

-
The strength of RSA lies in the difficulty of factoring a number, because this is a far harder
probiem than it looks. For example, if I am given a number such as 82817953, there are only
so many ways that I can factorise it, none of which are easy.

Page 10 of 21
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Of course, the simplest way of doing this is to check every prime number to see which are
factors. For this number, this is a fairly simple problem, and a computer can factor it in a
short amount of time, but to do it by hand is far more painstaking.

To factorise this, I would work through all the prime numbers up to V82817953 until I find a
factor ~ the first of these would be 8887. Once you have one factor, the problem becomes
easier; it turns out that this number is a semiprime {the product of two prime numbers, so tha
it has only four factors including 1 and itself), the hardest of all to factorise (the other factor
of this number is 9319). pret .
dmugaaé».g
There are several algorithms designed to speed up the process, and a computer can check

thousands of prime numbers per second. However, there are infinitely many prime numbers iu,&\ddsu aﬁcﬁg
(the Iargest known, as of September 2008, is 2*1129 1 (ihis number is 12,978,189 digits acty \»\‘»1
long)) and since the numbers used in RSA are so large, this is computationally infeasible. wa vod od el
The current record for integer factorisation is held by team at the German Federal Agency for

Information Technology Security (BSI), who factorised the 193 digit number®

310 7418240490 0437213507 5003588856 7930037346 0228427275 4572016194
8823206440 5180815045 5634682967 1723286782 4379162728 3803341547 1073108501
9195485290 0733772482 2783525742 3864540146 9173660247 7652346609.

The factorization of this number was accomplished using a prime factorization algorithm
known as the general number field sieve. The process took several months using 80
computers. The two 97-digit factors found using this sieve are

1634733 6458092538 4844313388 3865090859 8417836700 3309231218 1110852389
3331001045 0815121211 8167511579

X

1900871 2816648221 1312685157 3935413975 4718967899 6851549366 6638539088
0271038021 0449895719 1261465571

The distribution of all the fion
prime numb: m the range - Mo Do

of 1 to 76,8002/ from left io CW"'

right and top to bottom,

where each pixel represents a

number. Black pixels mean

that number is prime and

white means it is not prime.

soH

7 http://www.mersenne,org/
8 hitp://mathworld.wolfram. com/news/2005-11-08/rsa-640/
® http://upload.wikimedia.org/wikipedia/en/d/d5/PrimeNumbersSmall.png
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Elliptic Curve Crvptography (ECC)

ECC is another publié key cryptography technique. It relies on the use of elliptic curves.
An elliptic curve is a curve with the formula: G\
¥y =x'+ax +b Ot
where a and b have no repeated factors.

Examples of elliptic curves are shown below'’:

_y"=.13—l Wm0 4 Y= -3x+3 W=2-dx Wi x

!
E
;

An elliptic curve is suitable for use for cryptography only if it meets the following
requirement:

¢
o 4a’+ 2707 # 0! N\Ng-

The curve is also used in conjunction with the modulo function, so that the formula now
reads:

v” = x>+ ax +b (mod p) where p > 3
So, I will now find an elliptic curve, and then show how it can be used to encrypt a message.

=x°+ 2% +5 (mod 7 .
4 ( : whack .:ma.? H sa’%;»g;% Wt
If this curve is to be suitable for my purposes, I will have to check it fits the requirement; $€§ ATt Wl

—mmr gl bed abour€ Y
4x2°+27 x5 (mod 7) = 32 + 675 (mod 7) = 707 (mod 7) =0 }’D?‘# 9 f
This curve is unsuitable.
I will try a different curve instead, since the last one did not work.

y2=x"+2x +3 (mod 7)

4x2° +27x 3 (mod 7) = 32 + 243 (mod 7) =275 (mod 7) = 2.
o s{ Undoas 7 This shall be my elliptic curve.

The next stage is find the points on the curve y2 = x>+ 2x +3. I will do this using a table. 1
The quadratic residues (zmod 7) are listed as follows:

0% (mod 7)=0 12 (mod 7)=1 22 (mod 7)=4 32 (mod 7) =2

4 (mod 7)=2 5% (mod 7) = 4 6* (mod 7)=1

Numbers which share this residue have integer points on the curve. So when x = 2,
x>+ 2x + 3 = 1{mod 7). This is the same as when y* = 1 or 36, so when x is 2, y = 1 and/or 6.

'® http://mathworld. wolfram.comv/EllipticCurve. html
"' Basic Methods of Cryptography, p152
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% z=x" +2x+3 (mod 7) | Quadratic Residue y (X, )

0 3 no

1 6 no

) 1 yes 1,6 2, 1),2,6)
3 1 yes 1,6 (3,1),(3,6)
4 S no

5 5 no

6 0 yes ' 0 (6, 0)

?

I have found nine points on the curve. The points can be generated in order, choosing an

arbitrary point to begin with. This point will be called point P (x,, 1), and point Q is another
. 3 - IR S

point on the elliptic curve (xa, y»). I need to use@ormulae to find these points:

Sttt R

X3=c52-—x1«~x2 (mod p)

¥3 =6 (X1 ~X3) — y1 (mod p)

(y2 =y (%2 —x1), if P # Q ?
(3x1° + a)/(2yy) (¥

I will begin with the point, (2, 1). I will now find 2P, another point on the same curve.
2P={Z: ) +42:1)

I will use the second formula for calculating o, since P = Q in this case:
o=Bx22+2)/(2x1)=14/2=0(mod 7) -

x3=02-2-2=3(mod 7)
y3=02-3)-1= 6 (mod 7)
I have found the point (3, 6) which I know is another point on the elliptic curve. Next T will
calculate 3P, by adding P and 2P together.
3P=02,1)+(3,6)
o={6-1)(3-2)=5/1=5(mod7)

X3=5*~2-3=6(mod7)
Vi=52-6)—1=-21=0(mod 7)

I can then go on to find 4P and 5P, which result in (3, 1) and (2, 6) respectively. Further
values of uP can_provide nonsense results like dividing by . These points are a
rearrangement of the points found in the table above.

These results form the basis of ECC. The difficulty is in finding the value of gwe In
my example this will be easy to calculate, but with large numbers it is totally impractical.
There are two common systems of encoding by ECC; I will show them both in turn.
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The El-Gamal system

Let F be an elliptic curve, and P be a point of curve F. Also let Q = oP, where ¢ is a secret
key. P and Q are the public key. M is the message to be encrypted, in the form M = (u;, uy).
M must be a point on curve F. k is a random number. The encipherment is defined as:

CHIM, k) = (v, v2) \

<
' 15
1 il
where: ~« vi=kPand v, =M +kQ _ f/'“

I will choose k = 2 as my random number. P will be (2, 1) and o = 4. Q is hence 4P, which 1
(as calculated above) (3, 1)
=P =2 (2,1)= (as shown carlier (3, 6) GO Rf' §
kQ=8P=2(3,1)

o=(3x3*+3)/2=30/2=1 (mod 7)

x3=1°=3-3=2(mod 7)
y3=1(3-2)-1=1-1=0(mod7)

I will choose my message to be (3, 6).
Vo= (29 0) + (3) 6)
o=(6-0)/3-~2)=6/1 =6(mod7)

X3=6"—2=3=13(mod 7)
y3=6(2-3)~0= -6=1 (mod 7)

Sovi=(3,6)and v2 = (3, 1).

This is the encrypted “message.” The formula for decryption is:

d{C,a)=va-0avy. w\.ud. wm;{ doss Hui cowal

So in my case, this reads:
d (C: 4) e (3: 1)””4 (35 6)

But this is easy to solve, since 4 (3, 6) =2 (3, 6) + 2 (3, 6), and I already know that 2 (3, 6) =
(3, 1), since {3, 6) is 2P. But for kQ I had to double (3, 1), and I know that this equals (3, 6),

S0

d (C,4)=(3,1)-(3, 6) = (3, 6), which was my message.
(The subtraction was done by saying 4P — 2P = 2P.)

severely limits the amount of messages you are able to send.

wa'lr WMW

(L The main disadvantage of this system is that the message must be a point on the curve, which
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The Menezes-Vanstone system

Let F be an elliptic curve, and P be a point of curve F. Also let Q = oP, where o.is a secret
key. P and Q are the public key. M is the message to be encrypted, in the form M = (u;, wy).
M must be a point on curve F. k is a random number. The encipherment is defined as:

C=e M, k)= (yo, y1, ¥2)
where: yo = kP, (c1, ¢2) = kQ, y1 = cjuy (mod p) and y» = coup (mod 7)

I will again choose k = 2 as my random number. P will be (2, 1) and a = 4. Q is (3, 1).
However, I will this time choose co-ordinates not on the curve. Therefore M will be (2, 2).

Yo=KP = (3, 6)
(c1, ©2)=kQ=2(3,1)=(3, 6)
yi=ciu=2x3(mod7)=6
y2=Cuw=6x2 (mod7)=5

C=((3,6),6,5)
Deciphering is done by using the formula:
d(C, o) = (ysei™ (mod p), y2c2™ (mod 7))
= (6/3 (mod 7), 5/6 (mod 7)) = (2, 2) (which was the original message).

This method is much more effective than the El-Gamal version, since any message can be
encrypted. Both have the huge a,dvantage that they are incredibly difficult to break , since the
difficulty of finding o given oP is so difficult with large numbers.

6’(-9 “Q‘WWLQ{?R ea luin \
Mmg’gvm\?{fe;ﬁm ww w?wy wl.:a P LML*EQ‘WQ’E

\-WW‘S

W
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Evaluation

[ have looked at many different methods of cryptography in this essay, but these vary in
strength and usefulness. I have studied both private and public key encryption technigues,
and methods workable by hand or only by computer. But which are the most useful methods?

The simple ciphers are useless if security is important, since they stand up to little scrutiny
and can be broken in seconds by a computer using letter frequencies. Vigenére is much
harder to break, but has the flaw of the repeated bigrams and trigrams, which allow analysis
and thus the revealment of the keyword length; after this, analysis is easy. This can be used
for small messages, since breaking them tends to require a fair amount of text in order to

frequency analyse, but they are unsuitable for use for messages requiring substantial security.

One time pad is the only technique I have studied which is perfectly secure. If implemented
correctly, it is completely unbreakable; however, as with many great encryption devices such
as the Enigma machine, it is very difficult to implement them perfectly, and thus security can
be compromised. It is normal to have a record of all the pads over a space of time, and the
need to have this causes vulnerability to hacking or theft. During the cold war the hot line
between the Kremlin and the White House was reportedly secured with a one-time pad'?, but
they are only necessary when perfect security is imperative, due to the difficulties of
implementation.

RSA and ECC are both public key encryption techniques. While both are very tough to break
due to the complexity of the mathematics in the encryption, neither has perfect security, since
while the private keys are onerous to find, with enough time and force answers can be found,
allowing the decipherment of every message encrypted with those numbers. ECC is securer
than RSA, as it can use any integer as o while RSA is restricted to prime numbers. Much of-
the choice between RSA and ECC is down to preference: the ciphertext of ECC is much
longer than that of RSA, since it is double the length of the plaintext; however, ECC uses
much smaller numbers in the calculations.

The telling difference between RSA and ECC is the required key size for computational
security. The tables below'™ show a striking difference in the MIPS-Years (number of steps
processed in one year at one million instructions per second) taken to break them using the
most effective known methods,

ECC RSA

Key Size MIPS-Years
Key Size | MIPS-Years 512 3x 10
150 3.8 x 10" 768 2 x 10°
205 TR0 1024 3x 10"
234 16x10%® 1280 1x 10"
1536 3x10%
7 2048 3x 107

SOwrtls - f.},%n\; | \ @owugomﬁw’\
et MM‘{R. [ g

2 Cryptology, by Albrecht Beutelspacher, page 54
* Cryptography and Network Security: Principles and Practice, by William Stallings, page 199

Page 16 of 21



IB Diploma 2007-09 >
‘l;ia. (.VLULL Caansg !

This means that in general ECC requires far smaller keys than RSA, and so ig more efficient.
I believe that ECC is the better of these methods since it is simpler in terms of key length and
time needed for encryption and decryption (my RSA calculations took the computer several & fa bk [
minutes). I also believe that public key cryptography is more effective than private key = oW ? .
cryptography, as it means that only one person needs to know the private key for messages to g”"" Aesisien
be sent and received. The perfect secrecy of one time pad is necessary only for messages that
you want to never be broken, and I feel that the computational security of ECC with fairly
long key length is sufficient for the encoding of all but the highest level communications. I
therefore believe that ECC is currently the most useful cryptographic technique.

{17
I believe that cryptography will continue to evolve, especially with the possibility of quantum “‘)L‘mﬂ' S
cryptography. It is important to remember how new RSA and ECC are (late C20™), and how
dquickly the key size necessary for computational security grows. Therefore cryptography is a
rapidly advancing field, with both many challenges but also many possibilities.

M\r Gghwg\&ﬁl ‘l.m VLQ {ss%

Tl BE was bata loo oualsl Lows (4oo PW o M{a)@uﬁf
o bwodnt (we aﬂ-{mioi- zc\rwh’%\‘mm \ﬂ Wag Mm—t,if:gg ,qu[f
: ol Do bt ow asom two wabhewdh

ingmju Pumho o m%Mw;%ﬁifcﬂ»J{;) p gD
a‘ﬂu.}m@oaobﬂ.o\ .-ee;ws. ek ‘b@d% Sowat
hecooorl o, el B e 4t e
(g Leplane o e
5 e?v&w&m raCectund | propely explasd ot ¥
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