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i. Ahstmct

Since | am deeply interested in the ongoing conflicts between the students in schools and the IT
departments, and the issues that arise from this, my research guestion is “To what extent is the
effort made by school IT administrators, to enforce responsibie computer use and security policies,
futile?” Students are becoming technologically smart enough to be able bypass school internet
filters, or perform exploits such as getting access to local administrator accounts. The social and
ethical issues covered were thus policies and security. The essay looked first at the IT background
that has made this issue possible, and then at the resources that have allowed students to gét

technologically “smarter”.

The essay provides examples of the current issues in my school, such as prevention of browsing

entertainment sites. | looked at my school’s Responsible Use Policy to see if there are flaws in it,

which would allow students to peiform computer exploits without going against any written rules.
To aid me in my research, | made a survey for students and teachers®, to see what their opinion is on
the T department, and their views on what | beiieve is an ongoeing battle between the students and

IT departments.

| concluded that the effort to enforce responsible use and security policies is currently futile to a
certain extent, as there will be students who are able to get around the security. A solution Is not to
have a set of complex policies, but to have schools educate their students about the dangers of IT

PR

misuse, by having engaging presentations, workshops, and other trainings. More importantly, the

e

students need to be educated to understand why the policies were set in the first place.
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Ii. Introduction

Computers and technofogy are becoming more widely used in the educationai environment. Many
schools and universities, even elementary schools, are introducing ccfnputers, either desktop,
lapfops, or touch sensitive tablets.” The schools set many policies to combat inappropriate use of
technology, but an important consideration is whether these policies are w.oirking and to what extent
they are futile. One must not deny that students are getting better with techneology day by day,
while old-fashioned teachers don’t know how to operate the equipment at the same level of
expertise. More importantly, the school IT administrators either assume that the studen{s are not
technologically able enough to bypass restrictions such as web#ite filters, or they omit patching
simple vulnerabilities. Hence, students are beginning to outmaneuver their schools, find loopholes in
the computer use policies, or behave stealthily fo prevent detection. My “one step ahead” theory
predicts that whatever is done to prevent the misuse of computers in schools, the students will find

a way around it.

My research question is important because it will allow exploring how and why students circumvent
school computer policies, and if there is something, the administration could do to hinder this. The
pmblei’n is that students are given a policy document to sign, yet it is never discussed or explained
by the school. If that is not changed, student will never understand what the school wants and why it
wants it. Lack of IT education could in the future lead to pupils who have a flawed sense of IT

security. The social and ethical issues related to this problem are therefore policies and security.

2 Ansary, Tamim, "Computers in Schools: Are We There Yet?" MSN Encarta. 5 Oct. 2008
<http://encarta.msn.com/encnet/features/columns/default.aspx?Article=computerschoolsmain&pageé=tamim
home>, ' :

4“;3 g e _

3
ényﬁz '

g ¢

pu A

[, oF

B A"



Networked computers in schools are what created this problem. In the school year 2008-2008, The
International School of Brussels (1SB} distributed tablets for pupils, ranging from students in the
elementary school, up to the seniors in the high school. A development that made this possib.le is
the decreasing price of technology, which allows many schools to deploy a networked computer
system. According to the Bureau of Labor Statistics® and December 2007 as the base period for the
price index®, in July 2005 the pricé index for personal computers was 142.9, while now it. is 94.71.
Govem;nents are also sponsoring access to technology, such as the Digital Education Revolution®
program in Australia, where each schoo! is provided with grants up to one million doilars to get
corhpu’;ing equipment. In many schools where computers are a new idga, their implementation will

undoubtedly be troublesome for some faculty.

The issue comes with the students, as they are beginning to outsmart, or bypass, the network
facilitatoré in terms of technology. Last December, an image appeared on the Internet that showed a
detention letter because the student was using a program called foxfire.exe, supposedly the popular
browser Firefox®. The school released a statement that the letter was fake, digitaily altered, but
discussions started on social networking websites such as Digg’. Mathmanjeffy, who has worked in
IT at a school, comments, “Many of the teachers in schools didn't grow up using computers. They are

like your parents and even grandparents, Some are tech-savwvy and can stay up with the tech trends,

but many are not.®” Even a pérscm who has worked in the field says that teachers are not up to date

with the technology. Another poster, x788, commented, “command prompt fcmd.exe) has been
banned at my school since someone figured out "net send *. however command.com s still
available®” This illustrates the issue how the students are outsmarting their. schools’ T

administrators. x788, upon figuring out that cmd.exe was blocked, used the command.com

¥ nConsumer Price Index - All Urban Consumars - Personal Computers.” Bureau of Labor Statistics Data. 24 Aug.

2008 <http:f/data.bls.gov>.

 "Retail Price Index {RP1).” Oxford Reference Online. Oxford UP. 24 Aug. 2008

<http:ﬁwww.oxfordreference.com;’vlewstNTRYLhtmI?subview=Main&enthtzt}.93255>.

sl:}igital Education Revolution. 8 June 2008 <http://www. digitaleducationrevolution.gov.au/>.
- ¥ Firefox Web Browser. 12 Nov, 2008 <http://www.mozilla-europe.org/en/firefox/>.

" "Digg - Kid gets detention for using firefox." Digg. 16 Dec, 2007. 24 Aug. 2008

<http://digg.com/software/Kid_gets_detention_for_using_firefox>.

& Mathmanjeffy. Online posting. 16 Dec. 2007. Digg. 24 Aug. 2008

<http://dige.com/software/Kid_gets_detention_for_using_firefox?t=11329019%c11329717>.

? X788. Online posting. 16 Dec. 2007. 24 Aug. 2008

<http://digg.com/software/Kid_gets_detention_for_using_firefox?t=113290194#¢11330195>.
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workaround to access the command prompt. What has made ali this knowledge possible? The
Internet, which provides free access to nearly any learning resource. A search for “cmd.exe b!oc.ked”
gave many results'®, most of them on how to get around the block. One of the results, godexpert™
forum, had a post on how to go around the block and access the ;::ornmand prompt. Ancther article™
. from CNN describes how a fifteen-year-old boy was able to obtain the school password and change
his grades from an A to a D, the reverse of what most students would do. His motive was not to help
~ his grades, but to test his own abilities and show the s¢hool their lack of computer security. The boy
was asked to write a report on how their network security can be improved. Because of his help and
“high moral fiber”*®, he was given his top marks back. Even though many students don’t possess the
necessary expertise to perform hacks such as this one, they do exist, and schools need to make sure
to protect against them. An institution that is less lenient on people hacking, is the invercargill's

James Hargest College, where a pupil was expelled for gaining access to sensitive information™.

Students in conjunction with IT in schools can sometimes cause issues. The outcome of this is that
schools put effort into creating computer use policies, but the issue is if the students are obeying

them, and how futile these policies are.

¥ rGoogle." ¢md.exe blocked - Google Search. 6 Sept. 2008
<http:/fwww.google.com/search?hl=en&g=cmd.exe+blocked&btnG=Search>,
1 aussiedude. "cmd.exe block work around.” Online posting. 30 May 2008, Go4Expert. 24 Aug 2008
<http [/www.godexpert.com/forums/showthread.php?t=10932>, _

121 egon, Jeordan. "Student gets 'A’ for hacking schoo! computer.” CNN. 18 Dec. 2002. 24 Aug. 2008
<http://edition.cnn.com/2002/TECH/internet/12/17/student.hack/index.himi>,
2 Wayne Norton — Advisor of the boy
Y invercargill student expelled for hacking school." Stuff.co.nz. 13 Oct. 2008
<http://www stuff.co.nz/4724020a7694.htmb>, -
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The Resources

It is becoming increasingly easier for anyone to gain access to restricted areas in the computer, or
expioit other vulnerabilities. The issue of students outsmarting the IT departments wouldn't exist if

not for the “how to” information about hacking and network expioitatioh which is readily avaitable

on the Internet.

An interesting book on the subject is “Gray Hat Hacking”*®. It provides a preface about the ethics of
hacking, and then continues about the necessary tools and step-by-step tutorials on privilege

escalation. The figure below is from the book, and illustrates the attack sophistication vs. intruder

knowledge.

Attack sophistication vs. intruder knowledge
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Figure 1 - Attack Sophistication vs. Intruder Knowtedge. Shon, P9

** Harris, Shon, et al. Gray Hat Hacking - The Fthical Hacker's Handbook. N.p.: McGraw Hill, 2008.
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The graph iHustrates the trend of how powerful your attack is versus how much you know, in 1930, ana{y.s-ré
you had to have a highly technical knowledge to exercise even a simple network sniffing attack,

while now, with the help of various tools, even somec‘me non-technical could perform a denial of

setvice attack. The author writes, “Easy access to ways of exploiting vulnerabilities gave rise to the

' script kiddie point-and-click tools available today, which allow people who did ot even understand

the vulnerability to.successfuﬂy exploit it""®." A non-technical teenager is able to download the

software, which will allow him/her to perform tasks such as WEP/WPA key extraction®” or hashed P

password cracking™®.

It astonishes how much information one can find on the Internet about the subject of privilege
escalation, which is why we are experiencing this problem, and why we have a more technologically
aware young generation, There are countless sites which show step-by-step hacking instructions. For
example, the site “Hack This Site”™ allows you to follow a series of missions to test your hacking
abilities. Other sites from which one can learn exploiting are milwOrm?®®, a collection of videos and
exploits, and remote-exploit™, the creatorﬁ of Backtrack?, the penetration testing Linux distribution.
If one is having trouble with performing an attack, the online community forums will usually be glad

to help.

The cause of this issue is the fact that computer security tools are widely available on the internet,
which has led to script kiddies, people who do not understand the underlying exploit, but rather

download specific software, and click to gain access.

45 Shan, p49.

7 mWireless WEP Key Password Spy 1." Cnet Download. 6 Oct. 2008 <http://www.downioad.com/Wireless-
WEP-Key-Password-Spy/3000-2085_4-10558819.html.>.

* opherack. 6 Oct. 2008 <http://ophcrack.sourceforge.net/>.

*® Hack This Site! 6 Oct. 2008 <http://www.hackthissite.org/>.

2 milwOrm - exgloits ; vulnerabilities : videos : papers ; shellcode. 6 Oct. 2008 <http://milwOrm.com/>.

?* Remate-Exploit.org - Supplying offensive security products to the world. 6 Oct. 2008 <http://remote-
exploit.org/>. _

22 vBacktrack.” Remote-Exploit.org - Supplying offensive security products to the world. 6 Oct. 2008
<http://www.remote-exploit.org/backtrack.html>.
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V. Policies and Loopholes

Neérlv every school with an IT in;r'rastructure will have a set of IT policies. This is tﬁe case in ISB,
where before receiving a tablet-PC, one must sign a form deélaring che agrees. to the tablet rules.
Last year this document was named “Acceptable use Policy”, while this year it has been renamed to
“Responsible Use Policy” (RUP)® to_highﬁght the fact that the school would like the students to learn
responsibility, rather than make them do what the school deems “acceptable”. This subtle language
difference is interesting, as it shows how schools are beginning to take a différent approach; rather
than telling studenis what is acceptable, teach them responsibility. 1SB has followed the path that
the American School of Bombay (ASB) ﬁas taken, shifting the name of the rules from ”acceptabié” to

“responsible”.

The most important part is the implementation and understanding of the policies. In ISB, nothing has

changed except the name of the policy. A mechanical approach is present, as ISB does nothing

except give you a document, which you have to sign, as otherwise you can’t attend the school. There
is no training, workshops, presentations, or even short discussions clearly explaining the content of
these policies and why it's important to follow t?;em. Hence, the students don’t know and
understand these rules, as my survey shows that 57% of students either never read them, or don't
remember them (graph below). The problem is that the school gives policies and procedures, but

does not actively engage students in their full understanding and implementation.

Are you familiar with the computer usage rutes outlined In the student
handbook f responsible use policy { accaptable use policy ?

F hiava nover rosd thess fufes S N —— R
: I

Fquickly Iooked al thers but dont rzntamber mast

3, | have raad them and understend them

0 1 ) 30 40 S0

Figure 2 - Student Survey Question 2 Answers

% 158, High School Responsible Use Policy & Tablet Agreement. N.p.: International Schoo! of Brussels, 2008.
See Appendix, Section vii}, for whole document, page 41
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There is a flaw in these policies, as the school IT administration cannot put every possible rule in the
student handbook as that would make it a book. This creates policy Ioopholés, so some students
might argue that there was nothing in the rules about security bypasses such as administrator )
password extraction using a bootable Linux distribution, for example Ubuntu®. That is why it's analysts
important to make students feel engaged and responsible, than Having them follow a set of written,

complicated, policies.

The following examples will clearly demonstrate the effect to which the policies set by the school are
mostly futile, as students find ways to circumvent them, many times without detection. This is the
~issue of security, as whenever students perform these exploits, they are breaching the security of

the network.

% nhownioad Ubuntu." Ubuntu. 6 Oct. 2008 <http://www.ubuntu.com/getubuntu/downloads.
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i.  Extraction of the WPA2 Preshared Key

The introduction of tablets required ISB to set up wireless access points. Teo allow only trusted
people to be able to connect to the wireless network, a protection scheme has to be empioyed,

which usually is either WPA or WPA2, which are more secure than the still widely used WEP, that is

vulnerable to attacks. At ISB, WPA2 protection Is used, so to connect, the client needs to know the '

predefined password.

When students asked if they could have the password to connect their iPods/iPhones/personal
laptops, the IT department has refused, saying thafc it is a security risk. Angered, some became
determined to figure out the pa.ssword to gain access. As a member of the student body,.l am able
to look at what some students did. The vulnerability exploited was that for everyone to connect to
the wireless network, the WPA key had to be locally stored on each machine. Using my theory of
how easy it is find hacking tools using the Internet, one can quickly find Wireless Key View™, which
after running, displays the list of Jocally stored wireless passwords. Withlﬁ days, every student with

an iPod/iPhone or another Internet-capable device could connect to the school network.

The school denies giving of the password, so students figure it out themselves, which follows my -

theory of how stidents will be ahead, without even breaking any rules, since the policy does not
state anything about WPA key extraction. The question is if it the WPA protection was needed atall,
as all it does is it prohibits legitimate users from accessirng the network. When visitors come to ISB,
they cannot connect their own laptop to the network because of these policies®®. The impact of this
on the school is that ISB has not only failed at protecting the WPA2 preshared-key from students,

but also made harder, if not impossible, for legitimate users, such as visitors, to access the network, '

% Sofer, Nir. "WirelessKeyView v1.18 - Recover lost wireless network key ." Nirsoft. 3 Oct, 2008
<httpy/fwww.nirsoft.net/utils/wireless_key.html>.
% Smith, Tom. Informal Conversation. 24 Oct. 2008.
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ii. Lack of Computer Privileges

If the school provides their own computers, s'uch' as is the case in ISB, which gives tablets fo 'every
student, the users will have no administrative privileges on their machine. This is done for security
purposes; nevertheless, the practice infuriates many legitimate students who would, for examb?e,
like to instali a printer driver to be able to use the printer at their house. The issue of policies arises

again, as students will try to go around the protection schemes set up by schools.

As a student, | was able to observe the process of privilege eéca!ation at 158. _Uéing the fact that
administrator passwords have to be stored locally on each machine, people used a popular method
of password cracking. Firstly, one has to boot to Linux using a USB distribution such as Damn Small
Linux, and extract the .SAM hash file from the appropriate system directory. This file, as it stores
hashed versions of local passwerds, is inaccessible from Windows because of security policies, and
thus has to be copied using Linux which allows direct access to that directory
{%systemroot%/system32/config/). Then, the students used rainbow tables in combination with

software such as Ophcrack?’, to bruteforce the hashes and recover their unencrypted versions.

Detailed tutorials for this procedure can be found via Google extremely easily’®. Now the students

were in possession of the local administrator password, and had full control over the machine. Thus

the IT administration has failed at enforcing their policies.

My theory how the school will respond came true, as soon after realizing what has happened, the

exploit was disabled by the IT department. Now the local administrator account and the BIOS are

both disabled, rendering the use of Safe Mode to re-enable it obsolete. As of now, there are no '

students who have figured out a way to gain administrative privileges on their tablets, but this is just

a matter of time. Since this is a BIOS lock, someone in the future will probably take the time to-

remove the hard drive and attach it a hard-drive reader, which will enable the person to regain

. administrative privileges.

Sometimes, it is also the idea of 'doing something prohibited, that excites IT-savvy students to

exﬁer!ment with hacking. For my survey, an IT Admin replied, “It's g challenge for the students to

7 ppherack. 6 Oct. 2008 <http://ophcrack sourceforge.net/>,

© 2ucrack and Hack to Find, Reveal, Get, Recover and Retrieve Alf Windows Passwords with Opherack 2 and
Rainbow Tables.” My Digital Life. 4 Oct. 2008 <http://www.mydigitallife.info/2006/11/05/crack-and-hack-to
find-reveal-get-recover-arid-retrieve-all-windows-passwords-with-ophcrack-2-and-rainbow-tables/>.
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manage to hack the system, so they will not give up, it's too much fun”®. This could spring a possible
solution of giving everyone local administrator accounts, as is the case in the International School of

Zurich®®,

The issue is whether the policies limiting the privileges are essential, since it has been shown that
there will.always be students who will figure out a way to get what they desire. These restrictions
are only hindering the legitimate users who would like to, for example, print their homework at their

house, but cannot because driver installation is prohibited.

* Respondernt 6. “Rafal Szymanski Extended Essay - For Teachers and Admins.” Survey. 16 Sept. 2008
See Appendix, Section vi), Respondent no. 6, page 37
20 crouch, Kevin. Informal Conversation. 20 Nov. 2008.




iii. Entertainment Prevention

Schools don’t appreciate the use of technology for entertainment purposes during school hours. Itis

against the policies to play computer games, watch videos, or otherwise use the technology for fun.

Students though, usually are not concerned about these policies, and play networked games
regardless of the prcpdsed restrictions. An example of policy circumvention islthat many educétionai
institutions use web-filtering software such as ContentKeeper?, which allows blocking sites such as
YouTube ¥ or Facebook™, but students find ways to circumvent it. | have noticed in ISB the use of
various circumvention méthdds, but primarily the use of proxy-servers, which allow fooling the
school server into thinking that it is not connected to the site the user is viewing™. Another method |
have seen put into use is accessing a blocked site through its static IP*, which sometimes allows

circumventing protections.

The student body is able to be “one step ahead”, and go around protection mechanisms. There is the
issue of policies again, as why do the schools keep on blocking entertainment portals knowing that
students will circumvent them. The administration should either get rid of this protection, or
implement a foolproof method, as currently some students even consider it fun to bypass

restrictions, and thus prove themselves IT-savvy.

3 contentKeeper Technologies. 11 Oct. 2008 <http://www.contentkeeper.com/products/weby/>,

% youTube. 6 Oct. 2008 <http://youtube.com>,

3 Facehook. 6 Oct. 2008 <http://www.facebook.com>.

* »proxy Server." Whatis, 2008, 2 Oct. 2008
<http://whatis.techtarget.com/definition/0,,sid9_gci212840,00.htmi>.

5 mwhat is Internet Protocol?" SearchUnifiedCommunications.com Definitions. 9 Sept. 2008. 3 Oct. 2008
<http://searchunifiedcommunications.techtarget.com/sDefinition/0,,sid186_gci214031,00.htmi>.
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VII. Survey Result Analysis

i. Student Survey Analysis

The student survey gave me an insight into what the students in grades 9-12 think about this issue®,
Question 4 (diagram below) had interesting answers, as 92 out of 93 respondents said that they

never had their computer account suspehded, while in Question 6 (diagram below), 59 students said
that they broke the computer rules.

It is usually stated that breaking the computer rufes can lead to banning of
your account or in some cases suspension from school. Have vou ever had
that happen to you because of computer misuse 7

: 20 40 &0 20 100

Figure 3 ~ Student Survey Question 4 Answers

Have you ever broken any of the computer rules outlined by yvour school?

Mo, t have never broksn any r:or'\nputer rules

Yes, | have broken computer rules

a 40 0

Figure 4 - Student Survey Question 6 Answers

% see Appendix, Section i} and i} for full information about the student survey, page 22-27
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This is interesting, as the RUP states that your account may be suspended for misuse. The fact that
barely anyone actually had that happen shows that the institution is not heavily enforcing their own
RUP. Possibly it either needs to be altered to not mention this, or this draconian system should be

enforced, as currently the consequences of computer hacking are very unclear,

As mentioned earlier, 57% of students either never read, or do not understand the policies, which
defeats the purpose of these regulations. The problem is that ISB doesn’t engage its students in the
understanding of the policy, but rather follows a pattern of sign it and forget it, and this needs to be

changed.

On Question 7 (diagram below), about 25% of the respondents said that they think they can
outsmart the IT department, which reinforces my theory of how the young geréeration is becoming

very technologically aware, and is able to execute a multitude of exploits.

Do you feel that you can “gutsmart” the IT depamﬁent in your school?
Please enter some addtional comments, for example what you did, and
what you think of the iT department at your scheol.

Addditional Comments

Mo

Figure 5 - Student Survey Quastion 7 Answers. Note: Only possible answers were
Yes/No. Additional Comments were not mandatory,

Student respondent 20 additionally comments, “There's a trick around everything, so everyone
probably could [outsmart the IT] if they wanted to put the effort in it.””’, which is a good example of

the general view of the student body.

" Respondent 20. “Rafal Szymanski Extended Essay - For Students.” Survey. 16 Sept. 2008,
See Appendix, Section v}, Respondent 20, page 33
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ii. °~ Admin/Teacher Survey Analysis

This survey helped me understand more what the IT facilitators and schoolteachers think of this
issue. The majority of respondents (26/45) said that they believe that there is a constant battle going
on betw_een the IT department and the students. A number of comments illustrated that a solution is
‘to teach the students-responsibiiity; as respondent 4 writes, “/ think it is important to teach

RESPONSIBLE use. In the real world, there is rarely a filter to try to get around. “*,

| agree fully that schocls are trying too hard to prevent the students from computer misuse. As the
ieacher above states, when we leave for our future jobs, there will be computer rules, but the
consequences of not following them will be stricter. Hacking will probably mean losing your job or s
q g g p Y g your | > derce.
facing criminal charges. .shau!d

fec oo
‘;ﬁ 5.

* Respondent 4. “Rafal Szymanski Extended Essay - For Teachers and Admins.” Survey. 16 Sept. 2008.
See Appendix, Section vi}, Respondent 4, page 37
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VIII. Possible Solutions

At first, | thought a good solution would be te have the students buy their own laptops, which would
reduce the school’s jurisdiction upon them. After reading numerous survey answers pertaining to
this, it would not be a viable solution, since not all students would be able to afford it, and handling

different hardware would be difficult for the IT department.

Considering the teacher and student survey results, it is vital that computer responsibility be taught
in schools. While breaking computer rules in a school environment is not malicious, it can be

devastating in your future fife. Hence, the solutions are:

» Show presentations teaching IT responsibility and depicting the dangers of its misuse. There
is a need for discussions, trainings, and workshops, which present the content of the RUP
and develop full understanding and responsible engagemeant. These could be delivered by
professional external presenters, 1T teachers, or mature ITGS students. When 1 had my
internship at a professional company®, everyone was required to take online quizzes, which
tested their knowledge of IT security; this professional approach should be undertaken by
schools. While extremely important, IT security is not taught, and | have not seen any talk in
ISB about IT responsibility. |

» Students who enjoy héckingfexp!oitation should be openly invited by the school to exploit as
much' as possible, and then report ’chese'so that the holes can be patched. Students wili feel
engaged if they are given this trust, and hence will stop covert hacking.

» Reduce the number of policies to a minimum, giving the students freedom, and hoping that

common sense of responsibility will prevail. While risky, the reason why many students

experiment with hacking is that it is a challenge to perform exploits. Possibly, if the access to
things such as the local administrator account is there, students will no longer find it
interesting to hack. On the other hand, putting too much trust inte the students could result,

for example, in the network becoming virused.

** | had my internship at a pharmaceutical company, AstraZeneca PLC, in Belgium, in the IT department
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IX.

Conclusion

Looking at the survey answers and examples on the Internet of students hacking, | believe that my
“one step ahead” theory prevalls in school environment, and that the effort made by schools’ IT

departments to enforce responsible computer policies is currently mostly futile. This is because

there will be individuals who are determined to get what they want, which means going against the

RUP in most cases. On the other hand, the answer to the guestion also matters in how strict a school
is with punishments — in the aforementioned article®, the school expelled the student for hacking,
which set an example in that school. Probably no more pupils from that institution will do similar
things. According to my survey, 99% of the students weren’t expelled nor had their account banned,

This could he because ISB and ASB are private schools, were the policies'are more lenient. The

solution found throughout this investigation was to have schools educate their students about IT
security and the consequences of hacking. It's important not only what types of procedures are to be
followed, but why they are to be followed. Once the students understand this, and feel engaged and

trusted, they will not exploit anymore,

An unresoived question stemming from this essay is whether expulsion is a just punishment in the

fight between IT department and students.

40 wupnvercargill student expefled for hacking school.” Stuff.co.nz. 13 Oct. 2008
<_http:/XWWw.stuf'F,co.nzm‘?Qtl02037694.html>.
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i, Student Survey Questions:

Thank You for visiting this survey. Please answer the questions below. The results will be used for my
ITGS Extended Essay about computer policies in schools. You will remain anonymous, so please give
constructive comments :

1. Whatis your current grade level?

a. 9

b, 10
c. 11
d. 12

2. Are you familiar with the computer.usage rules outlined in the student handbobk /
responsible use policy / acceptable use policy?
a. Yes,1 have read the_rh ahd understand them
b. | quickly locked at them but don't remember most

¢. | have never read these rules

3. Were you ever confronted by a teacher for playing computer games?
a. Yes
b. No, and | play games

¢. Nobecause | don't play games

4. It is usually stated that b'reaking the computer rules can lead to banning of your account
or in some cases suspension from school. Have you ever had_thaf happen to you
because of computer misuse ? |

a. Yes
b. No

. 221 . page



5. Do you feel that there are too many computer rules in your schooi ?
a. Yes, there are tco many rules
b. It’s just about right

¢.  No, my school should have more computer policies

6. Have you ever breken any of the computer rufes outlined by your school?
a. Yes, | have broken computer rules

b. NGO, | have never broken any computer rules

7. Do you feel that you can “outsrnarﬁ" the IT department in your school? Please enter
some additional comments, for example what you did, and what you think of the IT
department at your school.

8. Yes
b. No

i. Additional Comments box available
8. If the scenario below is the scenario in your school, just answer what you think about it. '

Do you think a better idea for tablets in schools would be the following: The tuition stays
the same and you have to buy your own tablet from a set of certain models. The tablet is

your property and you are free to install any software on it that you want.

a Yes
" b, No

i. Additional Comments box available
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At University

Computer Policies Survey - For Students: Are you familiar with the computer usage h
rules outlined in the student handbook / responsible use ... '

Are you familiar with the computer usage rules outlined in the student
handbock f responsible use policy / accepiable use policy 7

|

| have never read these rules

Fouickiy looked at them but don't remember mos!

“as, | have resd them and understand Lhem

50
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- Computer Policies Survey - For Students: Were you ever confronted by a teacher
for playing computer games?

Were you ever confronted by & teacher for playing computer games?

Mo bzcause § dorl play games

’ 4o, and § play games

Computer Policies Survey - For Students: 1t is usually stated that breaking the
cornputer rules can lead to banning of your accountorins ...

i Is usually stated that breaking the computer rules can isad to banning of
your account or In some cases suspension from school. Have you ever had
that happen %o you because of computer misuse ?
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Computer Policies Survey - For Students: Do you feel that theve are too many
computer rules in your school ?

Do you fee} that there are too many computer rules in your school 7

o, my schooi should have more 1] e

g just about right

Yas, thers ara too many fules

Computer Policies Survey - For Students: Have you ever broken any of the
computer rules outlined by your school? '

Have you ever broken any of the computer rules outlined by your school?

Mo, | ave never broken ény computer nules

Yes, | have brokan computer nies
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Computer Policies Survey - For Students: Do you feel that you can "outsmart” the
IT department in your school? Please enter some addtional ...

Do you feei that you can "outsmart” the IT dapamﬁeat in your school?
Please enter some addtional comments, for example whatyou did, and
what you think of the i'T department at your school.

Adtditional Comments

|

No

Computer Policies Survey - For Students: if the scenario below is the scenario in
your school, just answer what you think about it.Do you ...

f the scenario below is the scenario in your scheol, Just answer whatyou
think about it Do you think a better idea for tablets In schools would be the
following: The tuition statys the same and you have to buy your own tablet
from a set of certain models. The tablet is your property and you are free to

install any software on it that you want.

Additional Comment




fil.

Fatulty/'l‘eacher Survey Questions

What Is your position in the school?
a. Teacher
h. Network admin or an IT facilitator

c. Other, please specify

Do you believe that there is little, just right, or too many computer rules in your school?

a. Toolittle

b. Justright

c. Toomany

Were there ever students in your school who circumvented the protections set up by
the network administrators, such as visiting websites which normally should be blocked,
or somehow getting access to local administrator account? '

a. Yes

b. tdon’t know of any such students

Has therg .ever been an incident in your school of a student who got his/hgr computer
account suspended, or even got suspended from school, for breaking computer policies?
a. Yes
bh. No

c. | don'tknow

Do you believe that there is a constant "battle” going on pbetween the students and the

IT department in the school?

For example, students figure out the tocal administrator account credentials, and the IT
department changes the password and implements a method which no longer allows to
get the password using the students' previous method. Eventually the students figure

out a new method and the "battle” continues.

The above is just an example, but the point is if you believe that whatever protection or

policy the school sets, will the students get around it?
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Please enter some additicnal comments

a. Yes
b. No

¢. Additional comments box available

6. Doyou believe that the following scenario is a good idea in a school environment? If that

is the current scenario in your school, reply as to what you think of it

The tuition stays the same and the students have to buy their own tablet/laptop from a
set of certain models. The device is their property, and they are free to instail any

software they want on their computers.,

Please enter additional comments!
a Yes
b. No

¢. Additional comments box avallable

7. Any additional ideas that could help me with my essay?

a. Comments box available

- 29[[3 age



iv.  Faculty/Teacher Survey Collated Responses (Graphs)

.E’m.m‘m

Computer Policies Survey - For Teachers and Administrators: What is your position
in the school?

What is your position in the school?

Gther, please specify

Matwork admin or an [T faclitator

Computer Policies Survey - For Teachers and Administrators: Do you believe that Eirosd

there is little, just right, or too many computer rules in your schooi?

Do you believe that there is little, just right, or foo many computer rules in
your schoo!?

Too litthe




Computer Policies Survey - For Teachers and Administrators: Were there ever -
students in your school who circumvented the protections set up by the network ad

Were there ever students in your school who circumvented the protections
setup by the network administrators, such as visiting websites which
normally should be blocked, or somehow getting access to local
administrator account?

i don't know of any such studenls

Yes

Computer Policies Survey - For Teachers and Administrators: Has there ever been oot

an incident in your school of a student who got his/her computer account susp ...

Has there ever been an incitdent in your scheol of a student who got his/her
computer account suspended, or even got supended from schooel, for
breaking computer policies?




Computer Policies Survey - For Teachers and Administrators: Do you believe that
there is a constant "battle” going on between the students and the IT departm ...

Do you heilleve that there is a constant "battie™ going on between !h'e
students and the IT department in the school? For example, students figure

out the local administrator account credentials, and the T department
ord and implements a method which no longer allows to

ges the p r
get the password using the students’ previous method. Eventuaily the
students figure out a new method and the "batile” continues. The above is
Just an example, butthe pointis if you believe that whatever protsction or
policy tha school sets, will the students get around it?Please enter some
addtional comments

ch

Additional Comment

Computer Policies Survey - For Teachers and Administrators: Do you believe that
the following scenario is a good idea in a school environment? If that is the ...

Do vou believe that the following scenario is a good idea in 4 school
environment? If that is the current scenarlo In your school, reply as to what
you think of it.The tuition stays the same and the students have to buy their

own teblctiaptop from a set of certain models. The device is thelr property,
and they are free to install any soffware they want on their
computers.Please enter additional comments)

Additicnal Commaent
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v. Student Survey Individual Responses4!
Question 7: Do you feel that you can "outsmart” the IT department in your school? Please enter
some additional comments, for example what you did, and what you think of the IT department at

your school.

Question 8: Do you think a better idea for tablets in schools would be the following: The tuition

statys the same and you have to buy your own tablet from a set of certain models. The tablet is your

property and you are free to install any software on it that you want.

1 ) THIS IS THE LOGICAL THING TO DO
THEY ARE WIN BUT | ARE MORE WIN :
2
3 "
4
5
6
7
Some families though wouldn't be OK with buying the
8 computers, The option where the schoal supplies you with
one should still be available.
9 They will be able to find anything you do, so it is pretty Now, everyona has the same and its just a part of school
much impossible to out smart them instead of you )
10
11
12
13 um no toe fazy
14
15
16
17
18
18
. \ - | thave (and most people) have another computer available to
There's a K amund yEnthing evefy fme I;:rrobab[y install any software they want or do anything they want to
20 coufd if thay wanted to put the effort in it. 1t'll only 2 .
sttrcrptablomi srE MO there's nonaint ding it do with it. The tablet is there mostiy for extra utility, and |
‘ l?axce " m'a Lo -bﬁo o g ~ would do perfectly fine without it. Basides, a lot of people
PLmaybe giving you ae-boner, would not be able to afford it,
It would be tough to set up to work with all the school
21 Yes, we already did with admin ;) licenses and programs, but | like the theory of it better than
the current model.
| believe that in some aspects the policies are completely
22 unreasonable. My tablet was taken away for being in the
lurich room and hetd overnight. The new tablets make us
dependent on taking notes and working on them. This

" Note: Only free response questions are included here. The answers to the other guestions are holistically
documented in the preceding graphs. :

T 33 E p age



severely affected my ahility to work on anything that

night. ; 3
23 No you can't. They can caich you at any time or any Mo because if you can install anything. You can do bad things
: : where. : that the school and your parents will not premit.
i found codes to put into the address box of the site |
24 wantad to go to so that it wouldn't be blocked anymore.
le, facebook, youtube, etc.
25
26 I believe it has done a very good job so fer..,
27 :
28
29 : ? even though the price is proably guite high, itwould help the
the computer departient should give more rights students use IT efficiently
A fow families would be unable to afford their own tablet,
especially If there were several siblings in that family enrolled
30 in the school. From the school's perspective, this is unwise as
it prohibits the unauthorised instatling of programmes for a
reason, even ¥f the student body does not share this view,
31 t don't think this is a good idea, as.i only ever use iy tabletin
school. At home | use my own laptop.
Some pecple do not feel they need & tablet and as a result,
they don't use the one they're given and are mare likely to
32 bget ”“defﬁ“rf;“”ih. aﬁ;”‘;:fh;f“’g"‘ Ml break it. However, 1 think the tution should be a ittle higher
epartment Is very frelprul. and students can buy tablets from the school at a discount in
_order 1o encourage the use of technology.
| dislike the T dep. If t could outsmart them, | would love
; o
24 That would be a good idea as well but i think how it is now is
ok,
1 think the IT department is really helpful and efficient - My parents would not want to pay for our own tablets.
35 there is always someone available to help you when your | Besides, | already have my own computer at home, so | won't
tablet doesn't work, need it uniess I'm at school,
Yes, i think that s 2 good idea they give us an emount of
37 tabiet to choose and we take anyone we want! this is a good
idea
on certaln things, like finding ways onto sites that are - e
3 tut definitly high hto for camputers for
38 blocked {like facebook) but | have yet to figure outhow | OHF UEON S CETNRV G ;l";“fs pay o
to get administrator access -
39
40 z
1 think on some levels this is better because it can got
annoying not belng admin sometimes, and knowing that
theyl! take the tablets away fram us at the end of the year
41
anyways, but on the other hand, the school wouldnt be
responsible for broken or fost laotops and so it'd bé more of
' a hassle for us :
42 tuition be the same, we shouyld get free tablets
43 .
44
45
a6
a7 iT department is very helpful
48
49
50 | wouldn't be able to afford it.
51
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54

There is more choice and you can use it as vour personal
computer instead of needing two.

55

no because some people rmay already have thair own tablets,
and most people already have their own tablets at home so if
they want to misuse their computers, they should use their
own computer

56

it's a learning instutition, everyone should have the same or
nothing at all, instailing programs could lead to studetns
having an advantage/more distractions in class,

57

58

59

If sorneone realy wants something they wifl find a way
around the restrictions put up by the IT Department

Many children at the school aer from embassys, if the
government did not pay for their tuition then they would not
be at ISB.

60

61

In some ways you can get around not being able to install
programs, which | have used for physics class.

From a practical student perspective this would be a good
idea, but in reality it would likely never work out, as it would
be too risky, and people would never get work done. Another

issue would be the cost. if parents had to pay 2000 euros for

a computer, they likely wouldn't send their children to that
school.

62

The IT department keeps trying 1o block all websites, but
peapie find ways around it. The iT department is doing it
1o save the bandwidih which is good and to prevent
students from going on games during class. 1t is the right
thing to do hut itis not working...

The reason we are not administators is because we would
download viruses and ruin our tablets. This way they are
protected, they should remain just for school work,

Yes, | am awesome

Yes, it's a better idea

‘65

1 think the IT department Is very capable, but they're not
going to do anything, even if they find out. It's not fike
we're doing anything serious.

{ don't want to install stuff, and most people don't want to.
It's stupid to make us pay for something we don't want. If we
want to have cur own tablet, we can jusi buy it; we don't
have to buy it from the school. Alex Capon took his own
faptop to schooi before he got his tablet. Anyway, if you have
one already, that means you have to buy a second one,
which is stupid if you don't need it.

66

The IT department chose a good program to block sites
since it werks oniy for the school's wireless points. OF
course, there are simple ways to add programs without
being an admin.

Actually it would be a great idea. There wouid just be a set of
problems.

1. not everyone could afford those extra fees

2.students could buy expensive madels and show off

3.more problems for IT department (more work, different

&7

models, adjust every single tablet etc}

&

the IT department are really smart although there may
be some softwares that individuals are better at

ash’s method is much better and controlled

{ take it to the funch room! mwahahahal And you'li never
stop me!

We pay alot to go to the school, we shouldn't pay more.

about question Z, 1 think ¥ Is pretty straight forward of
how to use the computer. but then | guess not everybody
segs it the same way,

depends on which software since it can give virusses aad all

72

i do not think i can gutsmart the IT as

they have solutions for all our problems, but § can always
help the IT with support if they need any.

73

74
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{ believe, this is a good idea andit could work out pretty well

modify the counter strike executable to be able to run it
in school, change the .exe name to something fike axcel,
change the icon and the name of the program.

75 our IT department s VerY good
7% This s similar to cur school's system except for the freedom
of instailation.
77 What if you don't want that specific computer can you get it
) on a loan instead?
78 1 think that the IT Department in our school is very ' ; . s
o ledseabis and helful Some softwares are necessary to install for specific classes.
79
80 Because | aiready own my personal computer at home, and |
do not want to waste any money.
81 This s Nik. For me, everyone else, who is stupid and retarded and likes
da prinz, absolutely not.
82
B3 There are ways around everything. Bad idea.
24 ; If you could maybe just pay a rental fee. Also th_en you could
R AEVEspAs Ve sehan sealiy choose which model suits you best, Excellent Idea
85
26
This would cause less concentration In class and aliow certain
87 richer students to buy more powerful models while other
students would have trouble affording even a cheaper
model,
B8
B9
50
g1
g2
Well, internet proxies are biocked, so | use one that they Bhinkc ety o chat vm;] should be offered anything, either
don‘tknow about, It's cafled radical proxy. | cap my write by hand and don't use a computer, or buy your own
! b4 t "
- dowrbadingspeed so that they dort get Ssplcloi | laptop that doesnt necessarlly has to be a taklet, you can still

use It for long essays, while tablets distract because some
poeple use them all the time, and that is also bad for your
health, and { think that the Internet at isb should be available
to people who'would rather use their own laptop
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vi.

Teacher/Faculty Survey Individual Responses+?2

Question 5: Do you believe that there is a constant "battle" going on between the students and the

IT department in the school? For example, students figure out the local administrator account

credentials, and the IT department chaﬁges the password. and implements -a method which no

longer allows to get the password using the students’ previous method. Eventually the students

figure-out a new method and the "battle™ continues. The above is just an examp!é, but the point is if

you believe that whatever protection or policy the school sets, wili the students get around it?

Question 6: Do you think a better idea for tablets in schools would be the following: The tuition stays

the same and you have fo buy your own tablet from a set of certain models. The tablet is your

property and you are free to install any software on it that you want.

Question 7: Any additional ideas that could help me with my essay?

Other,
1 please adm:;m;strat
specify
2 Teacher o _
it appears youb are irying
3 Teacher e sall minority...not a problem for to mzake a point! keep it no..it's your essay
’ avaryone :
: simple
It is very valuable to
| think it Is important to teach RESPONSIBLE | Xnow that all students
have the same hardware
use, In the resl world, there is rarely a filter
: and software installed
to try to get around. Instead, people will
4 ; . and the iT folks can fix
Teacher have to raake sura they are using technology !
: . . / anything we naed. That
responsibly and getting their work done. it is SRRt s ey
our responsibility as teachers to try to teach : ) i
that responsibilicy ‘can rely on using certain
: software for specific ciass
activities,
5 Teacher
Other, it's a chellenge for the students to manage Too complicated for the
5 please Admin 0 hack the system, so they will not give up, iT technicians to deal
specify it's too much fun with that
7 Teachar
8 Teacher

* Note: Only free response questions are included here. The answers to the other guestions are holistically
documented in the preceding graphs.
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But we need to find common ground for

iT support for muttiple

- models wiill be chaotic for

system, especially if motivated to do so

should be owned and
controled by the schoof

9 Teacher responsible use‘and fdo beligve we are a whole school
maoving in that direction ;
community
A0 Teacher | have no clue
11 Teacher
Network
12 admin or
aniT
facilitator’
! {hink that a school
computeris s
professional tool ment to
Generally, in our school students use serve professiona!
Other computers respecting the policy established purposes. That's why it
13 pieast; 1 Teacher- by the school. There are always some should be more or less
specify Librarian expections, of course. But that appHes to alf simitar for everyone.
schoo! discipline, not only to the use of Teachers are not allowed
~ computers, to install any software to
the school computers.
Why would students
have to?
The students were born into a world of W neel{i te ha;e S:hme
14 Teacher technology. We teachers are way FRrLIglovERiI the
behind....and always playing catch-up. ssudlengs ane exposedin
the schooi environment.
| think it is important that
tabiats be provided by
15 Teacher the school with all the
necessary software
instailed.
Prasents problems of
access to applications
= Tencher and data, reliability,
compatibility...
It's a real shame, since having tablets are a Soma m:g?}t e ko
17 Teachar privilege and it's sad to see people abusing Spelat U Theame
thic. should be available to
everyone.
1f in return the students
comply with acceotable
use policies while in
schaol <1 think that thisis If responsible computer
a2 two way street and too use policles are futile is
ofetn kids feel that the the suggestion that we
school is authoritarian can never teach
it is the nature of technology and the when in fact i is responsible use orisis an
Other, passion of some students for it that the realistic, . if technology in -assumption that
18 please tibrarians retsrictions are sean as challenges... the IT schools is there to whhharever there are
specify | peopie need to be one step shead... it's not support learning then computers there is ne
. a battle it's a process computers in use during responsibility or
school time must be commitment to
directad to learning as learning... be careful in
defined by the what your own
school...this is a question assumptions ara...
of responsible use and
kids are not always
repsonsible
19 Teacher _ Don't know. No opinion,
20 reacher | think the HSIT department has a positive
relationship with students
| agree with your thesis,
The It department are vary smart, but Itis a tool 'eo' be used fc'r ' but feel it :applias t;: 3
2 Teacher students have far more time to crack the sEhenlwerk; diretorit small enarive

students. The
overwhelming majority

use their tablets
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responsibly and for
academic purposes {at
least while at schoot}

22

you can buy your own
laptop - not have tol That

Teacher
23 Teacher
There are several other
tablet schools - for
example, New
International School of
Thailznd - www.nist.ac.th
; e Then the tablets may not ¥ou may be able to get
s s | bcomred b, | somecrin
into a secure systen: can be very difficult, Also, If students try to fawltyf_students "
24 Teacher 4 v 4 download too much complete your survey,
and depending on what they hope to ;
; : while at school, the band .
achleve deing the hborne\n\fork {for example) width may not support Try emailing the link to
MEYIE PAZEE the use. hstanton@nist.ac.th Ms.
Stanton is the 1B
coordinator. You can
mention that you
' received her emall from
Danielle Tylke.
. . . We need clarity of
25 S ThiSiIS the way of IT as éz i\:olvelsk« th;re is oUrpose ~ this s 100
always a way around things like this CONFUSINg,...
26 Teacher
Network
27 admin or
an iT
facilitator
28 (Ij?:;;; PAtothe This would be a risk to
specify Director network security
This is what home
computers are for.
An T fachitator told me that the password School should absolutely
29 Teacher has to be changed fraquently because retain contrel over the
students are hacking into teachers' grade faptops just as they
books, etc. would & printed math
hook--you ara not
atlowed to deface It, etc,
Teachers need to know
what programs and
30 Teacher capabifities the students’
) tablets have in order to
plan effective lessons.
Either everyone is the
g Teacher same or n:':-tyhing atall.

Many teachers are rightly
busy with their lessons
and are then unable to

2 Teacher also police the use of
tablets, resulting in the
3 misuse of the tablets.
33 Teacher
Not all people can afford
laptops, nor should they
have to buy one. if the
laptop is nat really your
property then you have
34 Teacher to ahide by the rules set
- up by whomeaver does
, own the faptop. The
option sheuld be that
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way everyone is happy.

There couldevenbea -

payment plan set up that
would aliow those
individuals who do not
have the funds to slowly
pay off the purchase.

Perhaps it Is just my

) perception, but the angle
To guarantee that all :
Guidance 5 y ) students ara equally of the survey questions
Oth Co o The "battle’ is not major by any stretch and sdused theschaol vl seems to sugeest that the
35 er R0, may aven be healthy -just students pushing YHpReD, essayist favors
please & : i probably need to take on d o ther th
cify Psychologis the limits, the act of which can be the respansibifity of ereguletion rather than
s £ educational. siaking sure that 2l remaining neutral. This
too is okay, perhaps as
students have tablats. long s the essaytets
position is made explicit.
So much depends on the
student population.
What if the fanily can't
sfford t? Many families
36 Teacher don't pey tuition
{emplovers do) and if
they do, they often are
given financial assistance
at meost private schools.
Exg Teacher they will take care of It,
38 Teacher
38 Teacher
40 Teacher
Some parents may refuse
4 Teacher o buy 3 computer for
their ¢hild.
There is a problem of
abuse amongst the
weaker students. They
42 are topking atthe
Teacher internet or e-mails during
class. They are net using
the tablet for its intended
purpeses.
Other, administrat ftis too much of a
43 plesse or-data financial burden for some
specify analysis families.
Other, )
a4 please Librarian
specify
Scool is there to study,
’ ; hopefully some classes
a5 Teacher Would Eke to think they had semething will stifl need books,

better to dolHHEITIII

.

notes, pencil and pen etc.
Exams are still that wayll
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vii. High School Responsible Use Policy

International School of Brussels - _
High Schocel Responsible Use Policy & Tablet Agreement

A. Respect & Maintenance of Schaol Property

Having access to a world of technology resources at your fingertips is a tremendau's
privilege, which comes with responsibilities to ensure the technology will always work
when you need it .

What this looks like:

+ Tabiet PCs are loaned to students while enrolled at 1SB and are school property. )

+ Each student is responsible for his/her Tablet PC, and should treat and use it responsibly and
approprately, keeping in mind that most ma!functlons are the result of misuse,

» Students are responsible for taking care of thelr tablet, stylus, battery, and charger. Keep pets,
siblings, food and drink away from the tablet.

» Students are responsible for damage, theft or loss for all loaned equipment which occurs a5 a
resuft of negliuence or carefessness on the part of the student (please see the insurance
agreement for more information on accidental coverage).

+ Do not leave your tablet unattended. Tablet PCs are to be kept in a secure location (Le, locker)
when not in use and should be transported in a way which minimizes damage (including
scratches), ISB issues a carry-case to help eliminate this incidental damage. It Is expected
that students will use them.

+ Tablets are not to be taken on athletic trips.

« Permission must be provided by the school Head before taking tablets on school feld trips.

« Damage, theft or loss of the tablet or accessories is not coverad by ISB insurance if it occurs on
an athletic trip. This restriction does not apply to school field trips in which the organizing
teacher has explicithy stated that tablets are required.

» If your tablet develops & problem, report it to the Technology Help Desk immediately.

« Charging your tablet on a soft-surface can cause damage. Ahlways charge on a hard surface (l.e.
desk, etc). .

Bandwidth & battery power are necessary for all students and faculty to have equal
access to technology resources. We expect all students take perstinat responsibility
for having a charged tablet battery and use the network bandwidth appropriately.

What this looks like:

« Students will maintain school bandwidth by limiting the amount of non-schoo!-related video
streaming and communications as much as possibie,
» Students will ensiire that thelr tablet batteries are fully charged at the beginning of the day,

« Charging stations are available in the scheol in classrooms and in the kibrary for chargmg during
school hours and students will bring their charger to school each day
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The behavior of all ISB students reflects an the school. Students are expected to

ensure that the integrity and the reliability of the ISB network is maintained at all
times.

What this looks like:

« To maintain the integrity of the school and continued access to licensed software, students may
not use the school's network, hardware or software for illegal purposes

« Using the tablet for the following activitias is not permitted during class time, except as a part of
an assigned class activity, during lunch periods, or where an explicit exception has been made. @
playing computer games, listening to music, watching movies or videos on the tablets, instant
messaging and joining chat rooms,

+ Students may use tablets in supervised areas including classrooms, hallways and the library.
Tablets must not be brought to the cafeteria, gym, theatre, playgrounds or playing fields.

» Downloading music, videos, and software from the Internet is prohibited at school at all times.

« Any information obtained through research on the Internet and then used in acadermic work
must be properly cited.

« There should be no copyright law violations with regard to software,

« Regularly run the virus scan to ensure any potential dangerous files or viruses are not
transferred to the ISB network. -

D. Respecting Privacy

We expect all ISB students to respect the privacy of other students, faculty and staff
as well as other users of the Internet.

What this looks like:

« Students are responsibie for keeping their password secret and students will not use anyone
else's user name & password.

» Sending email or creating documents in on another person's name is prohibited.

» Attempts to read, delete, copy, or meodify the electronic mail or other electronic documents of
other users without permission or deliberate interferance with the ability of other users to
send/receive email Is prohibited.

»  Any malicious atternpt to harm or destroy school technology equipment or materials, the data of
another user, or any of the institutions, or other networis that are connected to the Internat is
prohibited,

E. Appropriate Usage of Internet & School tools

Students are expected to use technology tools in a way that actively supports the ISB
School Mission. :

What this looks like:

» Educational technology tools provided by 1SB should always be used to support learning,

= Students will take responsibility for all emails sent in their name.

« Derogatory, obscene, or otherwise inappropriate emali exchanges, including those that harass or
annoy, are prohibited.

« Always back up your fites to your P-folder before you leave school each afternoon,

« A good rule of thumb is if you are doing or looking at something which would miake you
uncomfortable if it were shared in your name with a teacher or parent, you are making.
inappropriate use of your computer,

« Keep the virus software on at all times.
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+ Do not alter the set-up of the computer, including removing program files disabling programs,
services, hardware or deleling desktop items.

F. Monitoring Per_snnal usage
We expect students to monitor their own usage and use technology appropriately.

What this looks fike:

« Email and personal folders are not private. Any electronic documents stored on or sent through
the ISB network cen be monitored at any time by designated staff to ensure appropriate use of
technology resources.

» Students should monitor their own well-being by using their tablet in correct ergonomic
positions and not for extended periods of time

» Students should be aware of the the signs of internet addiction, such as avolding family, friends
and school work to participate in online activities and seek help if they find they are behaving in
this way.

By accepting a tablet and signing the tablet agreement, you and your family agree to
and understand the Responsible Use Policy and the Insurance Policy. The insurance
document and all refated documents can be found on Blackboard under HS
Technology : Tablet PC Program. Failure to follow the Responsible Use Policy may:
result in loss of network and/or tablet privileges, suspension from school and in
extreme and repeated behaviors, expulsion.
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Assessment form (for examiner use only)

Candidate session number 0 0
Achievement level
First A Second
examiner maximum examiner
Assessment criteria A research question [i 2 l:;
B introduction {2] 2 [ ]
C investigation [&T 4 E}
D knowledge and understanding . $‘ 4 E
E reasoned argument @ 4 E
F analysis and evaluation @ 4 D
G use of subject language E 4 D
H conclusion s DHJ 2 D
I formal presentation ,@ 4 D
J abstract ,r] 2 D
K holistic judgment | 4] 4 ]
Total out of 36 | 34
Name of first examiner: __ Examiner number:
(CAPITAL letters)
Name of second examiner: Examiner number:

(CAPITAL letters)



